
Escalating privileges on common webapps
or

impressing your clients with xss and stuff
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whoami?

• Sandro Gauci / EnableSecurity

• Freelance pentester

• SIPVicious / VOIPPACK 

• wafw00f and surfjack
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What is this about?

• Penetration Testing & client-side issues

• Your job is to find security bugs and 
demonstrate them

• Finding some typical vulnerabilities is easy

• Demonstrating them may not be

• But is useful if you want your client to act
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However ...

• as pentester you have a limited time

• perfecting an exploit takes time

• making your life easier with useful payloads

• useful for both pentesters and their clients

• note: I am not saying anything new

• keyword: same origin policy
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Your boring report
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Should look (a bit) more like this
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Weak password, upload privileges

• Passwords are still your number one security 
feature ...

• ... and weakness!

• Found a user with a weak password?

• !! .. 

• It is not that easy (but not that hard either)
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wordpress user permissions*

• Super Admin - Someone with access to the blog network administration 
features controlling the entire network

• Administrator - Somebody who has access to all the administration 
features

• Editor - Somebody who can publish and manage posts and pages as well 
as manage other users' posts, etc.

• Author - Somebody who can publish and manage their own posts

• Contributor - Somebody who can write and manage their posts but not 
publish them

• Subscriber - Somebody who can only manage their profile

* http://codex.wordpress.org/Roles_and_Capabilities
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Author permissions

• Can upload files

• Limited list of file types / extensions

• HTML files are allowed :-)

• Other file types of interest: swf, pdf & exe

• some social engineering involved to avoid 
pissing off your client
(but nothing far fetched or that X-hax0r team wouldn’t do ;-) )
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demo
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What did that html just do?

• Force the admin’s browser to:

• read all parameters passed in the POST 
request

• including _wpnonce

• create a new user with the nonce

• i.e. defeat CSRF protection through “XSS”
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same thing for Joomla
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Crossdomain.xml and the Wildcard

• Your fav webapp scanner is screaming 
crossdomain.xml

• How do you demonstrate the vulnerability?
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How does that work?

• Flash + JS performs a GET request

• crossdomain.xml policy file is checked

• the contents of the returned HTML are read

• The form to create a new user (together with 
CSRF token) is filled and submitted
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creating backdoor users is just the start

• it depends on the target application

• for OWA or Squirrelmail we could 

• forward the last 100 emails (ones containing 
keyword ‘password’?)

• create a mail filter forwarding all new mail

• in Wordpress we can backdoor themes

• maybe we can create something generic
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When is this needed?

• XSS on the same domain

• i.e. does not have to be the target webapp

• Flash crossdomain.xml

• Uploads of certain file types (e.g. html)

• HTML5 (Access-Control-Allow-Origin)

• Other cross-domain methods (Silverlight?)
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Possible mitigation and solutions?

• Generic solutions are hard to give 
(a.k.a. we’re fu**ed) but ...

• Content stored on a different domain
e.g. gmail uses mail-attachment.googleusercontent.com

• Putting your blog on a different domain has 
security benefits 
(i.e. blog.company.com instead of company.com/blog)

• Cross-domain policies should be restrictive

Thursday, 26 April 12



Go forth and test

• Currently there is

•Wordpress PHP backdoor

•Wordpress backdoor admin

• Joomla backdoor admin

•Wordpress backdoor admin via Flash

• Submit your own and say good bye to the alert 
box ;-)
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https://github.com/sandrogauci/Webapp-Exploit-Payloads

Q&A

sandro@enablesecurity.com
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